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ABSTRACT 

 
Visual Cryptography is a technique to share secret code in the form of images. Steganography is usedto encrypt these 

images into hidden codes which in earlier times is used as a mode of communication in the time of war. These hidden 

codes have their way of decryption, sharing images multiple times can decrypt these images. The encryption in these 

images is done in pixels so that it won’t be visible to the naked eye. The small changes in these images can be only 

visible by superimposing. After superimposing we can not recoverthe original image because of contrast and expansion 

in pixels of the image. The visual form of steganography is the safest form that is present nowadays. In this paper, we 

will know how we can encrypt this image in hidden form using cipher text and steganography and prevent itfrom being 

disposed of by the naked eye. 
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1 Introduction 

In today’s world, huge types of cryptographic 

models have been introduced to date. The 

cryptography system's primary goal model is to 

convert the main message into a hidden code so 

that the secret message only stays between the 

sender and receiver. In cryptography, we use 

ciphers to convert our message into hidden code. 

There are several methods from which we can 

hide our message but, in this paper, we are using 

the steganography technique to hide our secret 

code inan image. 

Steganography is a famous technique that has 

been used since 440 B.C. to hide messages in the 

form of invisible ink and in modern times this 

method is used in articles and papers. Visual 

Steganography has been in use since 1985, with 

the improvement and evolution in the computer 

system, techniques of steganography have also 

evolved. Visual Steganography is usually used in 

media folders like jpeg. &png. Images. The 

encoding in these images is done in pixels as jpeg 

and png images do not show much distortion 

because of their wide color spectrum and due to 

this hiding codes andsecret messages in this 

message becomes easy. 

 

Various types of algorithms can help in 

implementingsteganography in visual media: 

 Embedding Using the Least Significant Bit 

(LSB) 

 Techniques for Masking and Filtering 

 Encoding with Redundant Patterns 

 Encryption and Randomized Distribution 

 

 The insertion of the least significant bit 

(LSB) the most famous algorithm in 

steganography for images. Inthis, the hidden 

codes are stored in pixels and it does not 

show any changes after and before the 

alteration in the image. In this, the image is 

hiddenin the noise level. 

 

 To work with 24-bit, grey-scale images 

masking techniques are the best. It is also 

used as a watermark to hide the hidden code 

in other wordsmasking the secret code. 

Changes in multiple proportions are 

necessary for this to make sure thatthe 

hidden message cannot be detected. This 

technique is stronger than the LSB technique 
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as ithides the message in the inner parts of 

images. 

 

 Redundant Pattern Encoding is the same 

as the spectrum technique. After using this 

technique, we cannot crop or rotate the 

image so it becomes easy for others to 

identify whether the image has any hidden 

code or not. In this, the message is dispersed 

in all the parts of the image. 

 

 Encrypt and scatter technique is the same 

as theRedundant Pattern Technique as in this 

algorithm images are distributed in the 

different parts of image pixels. This message 

is converted into numbers these numbers are 

dispersed in the different parts of the image. 

This technique is saferthan LSB as decoding 

the numbers bit by bit is tuff. 

 

Proposed Method 

Visual data stored in picture frames are usually 

known asimages. These images are made up of 

pixels and these pixels 

are made of three colors that are red, blue, and 

green. We manipulate these colors and hide data 

in them to hide the secret message. By doing this 

the image will only differ withslight changes in 

color. These colors can also act as a hideoutfor 

the data we are trying to keep secret. 

To ensure that the level of protection is high, the 

Reference of the algorithm is used here as shown 

in the fig1. Various reference grid is used in this 

reference database. The character encoding 

scheme that will be applied in terms of certain 

integers will be shown in three dimensions on 

each of these grids. (A different character ona 

different grid may or may not be represented by 

the same number. 

 

 
Fig1. Reference database 

 

Fig. 2. Flowchart of encoding and decoding of secret code 
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1. Encryption Algorithm 

1. Convert each character of the data into its 

corresponding ASCII value and represent it as 

an 8- bit binary sequence 

2. Total of 3*3=9 RGB values in the three 

pixelsthat are read at once. 

3. 8-bit binary character is stored using the first 

eightRGB values. 

4. The binary data and its related RGB values are 

contrasted. The RGB value is converted into 

odd if the binary digit is 1,and into even 

otherwise. 

5. Use the ninth RGB value as a control flag: set 

it to even if there is more information to 

process or encode, and to odd if there is no 

further data to read or embed. 

6. The process will continue until data is 

encrypted into theimage. 

 

Fig 3. Flowchart of encrypting the secret code. 

 

Fig 4. Image before Encryption 

2. Decryption Algorithm 

 

1. Three pixels values are read at a time. The 

first eight RGB values inform us of the secret 

data, and the ninth value indicates if we 

should proceed or not. 

2. For the first eight numbers, the binary bit is 1 

for oddvalues otherwise it is 0. 

3. The bits are combined to form a string, and 

everythree pixels, or one character, 

corresponds to a byte of secret data. 

4. If the ninth value is even, we shall continue 

reading threepixels at a time, it concludes that 

there is no hidden information present in those 

pixels.
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Fig5. Encoded image reference database 

Fig 6. Encoded Image 

 

Fig. 7. Encoding secret code.
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Fig 8. Decoding secret code 

Result And Discussion 
The system was created using a 200x150 (30000) 

pixel picture. The pixel values were initially 

raised to the following larger multiple of 5. The 

DEA algorithm was usedto transform the 

message text into cipher text. 'This is the Secret 

Key' served as the secret key. One byte per pixel 

wasused when calculating the maximum size for 

the message data (29 Kb). Then, Using the pixel 

variation (decrement) of the selected value, which 

ranged from 0 to 4 for the pixel's R, G, and B 

values, cipher text was embedded into the jpeg 

picture. There were three data grids in the 

reference database. The image's pixel count 

served as the foundation for choosing the data 

grid. Data grid 1 waschosen if there were data 

grid 2, and if there were fewer than one million 

pixels, if there were between one million and ten 

million pixels. 3 if there were more than 1,00,000 

pixels. There were 20 matrices total in each data 

grid, and they were chosen based on their height-

to-width ratio. No discernible distortion was 

discovered in the picture of the message data. 

By examining pixel changes, the cipher was 

located for decryption, and the message was 

located using the inverse DEA function. Pixels' 

density difference from the subsequent higher 

multiple of 5 was computed in order to extract the 

cipher from the picture. the size of the image's 

pixels served as the foundation for choosing the 

appropriate data grid from the reference database. 

The height- to-width ratio was used to choose the 

appropriate matrix the information grid. The 

secured message was then extracted from the 

picture after that. This communication was 

encrypted, and the original message text was 

recoveredusing the inverse DEA function. 

 

Future Work 

Images of any size might be incorporated into the 

system through modification. The output might 

be improved. The system might be strengthened 

by integrating the model with another 

authentication method, such as biometric 

authentication. The concept might also be 

modified to work effectively with certain 

hardware, such as different cell phones. The only 

permissions available in the model right now are 

Read and Write. It might be improved much 

furtherby adding rights like Modify and Delete. 

The top access level, which is often the 

administrator level, might have twolevels of 

protection. 
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